NHOOPMAILIMOHHAS ITAMATKA
JUS OBYUAIOIINXCA

C KaxapIM TOJOM MOJIOACKM B HHTEPHETE CTAHOBUThHCA Oouiblle, a
IIKOJIBHUKM OJIHM M3 CaMbIX AaKTUBHBIX IoJib3oBaTened Pynera. Mexny Tewm,
IOMHMO OTPOMHOIO KOJMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U NMPOOJIEMBI.
OTa mamsTKa J0JDKHA TTOMOYb Tebe 0e30IacHO HaXOAUTHCS B CETH.

Komnviomepnuie upycoi

KoMmbroTepHslii BUPYC — 3TO Pa3HOBHUIHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMy, BUPYChl MOTYT IOBPEIUThH WM MOJHOCTHE) YHUYTOXHUTh
Bce (haiiyibl ¥ JaHHbIE, TOJKOHTPOJIBHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe NOBPEIUTh WM JaXKe YHUUYTOKUTH
OTIEpAIOHHYIO CUCTEMY CO BceMH (haiiiamu B 1esoM. B OOJIBLIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeTobl 3aIUThI OT BPEAOHOCHBIX TPOrPAMM:

1. Hcnonws3yldi COBpEMEHHBIE OINEPALMOHHBIE CUCTEMbI, HMEIOIINE
CEpbE3HBII YPOBEHB 3alIUThI OT BPEAOHOCHBIX TPOrPaMM;

2. IloctostHHO ycTaHaBnuBail matuu (UU(pPOBBIE 3aIlJIATKH, KOTOPHIC
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJIEHUSI CBOEH omepauuoHHON cuctembl. CkauumBalli HX TOJBKO C
opunmansHOoro caiita paspaborunka OC. Ecinum  cymectByer  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpPE IOJ IMpaBaMU [OJb30BATENsA, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnonb3yil  aHTUBHMpYCHbIE TPOTPaMMHBIE TMPOIYKThl ~ M3BECTHBIX
MIPOU3BOIUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI TOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHEIIHUE HOCUTEIN MH(MOpMAIMK, Takue Kak (Quielika, JUCK
WK (paill U3 UTHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

/. He oTkpbIBall KOMIIbIOTEpHBIE (ailiibl, MOJYYEHHBbIE M3 HEHAJIEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE MpUcIan TBOM 3HAKOMBIH. Jlydlie yrouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cemu WI-FI

Wi-Fi - 310 He BHJ Iiepeaadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIb OpEHI,
mapka. Eme B 1991 romy Humepmaniackas KOMIAHUS 3aperucTpupoBaia OpeH.
«WECA», uto o6o3Hauasio cioBocoueranue «Wireless Fidelity», koTtopsbrit
NEPEBOIUTCS KaK «O0eCpOBOIHAS TOUHOCTDY.

Jlo Hamiero BpeMeHu Jouuia Apyras abopeBuaTypa, KOTopast sIBIsIeTCsS TaKoh
Ke TexHojorue. Iro abOpeBuarypa «Wi-Fi». Takoe HazBaHue ObUIO J1aHO C
HAMEKOM Ha CTaHJapT BbICIIeH 3BykoBoW TexHuku Hi-Fi, uyto B mepeBoze
O3HAYaeT «BbICOKAS TOUYHOCTHY.




Jla, OecriyaTHBIM MHTEPHET-AOCTYN B Kade, OTeIsIX U adporopTax sSBISETCS
OTJIMYHOM BO3MO>KHOCTBIO BbIXOJla B MHTepHET. HO MHOrme skcrepThl CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoBeTbl 110 6€301acHOCTH Pa0OTHI B 00IIeI0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii CBOIO JIMUHYIO HHpOPMAIIHIO Yepe3 oomienoctynubie Wi-Fi
ceTu. PaboTas B HUX, )KeJlaTeIbHO HE BBOAUTH MAPOJIM JIOCTYTIA, JIOTUHBI U KaKue-
TO HOMEpa;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonb3oBanuu Wi-Fi orkmioun ¢yskiuo «OOmmii goctyn K
daiinam u mpuHTepam». JlaHHas (QYHKIUS 3aKphITa MO yMOJYAHUIO, OIHAKO
HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBAa UCIIOJIB30BAHUS B paboTe
WM ydeoe;

4. He wucnons3yii myOnauwunbeii WI-FI mns mepegaum JUYHBIX JaHHBIX,
HaIpUMeED, SISl BBIXO/1a B COIUATIBHBIE CETU WU B DJIEKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun (yHkiuio "TlogkmoueHune k Wi-Fi
aBromatudecku". He momyckail aBTOMaTH4YeCKOTO MOAKIIOYEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

Coyuanvnvie cemu

CornuanpHbIe CETH aKTUBHO BXOJAT B HAIy KM3Hb, MHOTHE JIIOU PaboTaroT
1 KUBYT TaM TMTOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJITHAP,T YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(POpMAIHs, pa3MEIICHHas UMHU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalileHa W WCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE€ HE 0053aTelIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTHU B COITMAIBHBIX CETSIX:

1. Orpanuyb cOUCOK Jpy3ei. Y TeOsd B JApPY3bsSX HE JOMKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuinai CBOIO YacTHYIO >ku3Hb. He ykaswpiBali mapoisu, TeiedoHbI,
ajapeca, JaTy TBOETO POXICGHUS U JIPYTylO0 JIHYHYIO  HHGOPMAIHIO.
3110yMBIIUICHHUKHA MOTYT UCITOJIB30BaTh Ja)ke MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POIUTENTHN TUTAHUPYETE MPOBECTH KAHUKYJIHI;

3. 3amumiail CBOIO pemyTalyio — JEepKU €€ B YMCTOTE€ M 3ajaBail cede
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHE MOJb30BATENIA BUICIHU, YTO ThI 3arpy>Kaeiib?
[Tomxymaii, mpeskie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATh U 3arPy3UTh;

4. Ecau Thl TOBOPHIIG C JIFOABMHU, KOTOPBIX HE 3HACIIh, HE UCIIOIB3YH CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WH(OPMAIIUU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. U3berait pazmemenus pororpaduii B iuTepHeTe, rae Tol H300pakeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OIPECIIUTH TBOS MECTOTIOJIOKCHHE;

6. [Ipu peructpauuu B COUMAIBHOM CE€TH HEOOXOAMMO UCIOJIb30BATh
CJIOXKHBIC TIAPOJIH, COCTOSIINE U3 OYKB U IAU(P M C KOJUISCCTBOM 3HAKOB HE MCHEE

8;




7. Jlns colMambHOM CETH, TMOYTHl M JAPYTUX CalTOB HEOOXOIUMO
UCII0JIb30BaTh pa3Hble nmapoyu. Toraa eciau Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

Anexkmponnvle 0eHveU

DONEeKTpOHHBIE JAEHBI'M — 3TO OYEHb YAOOHBIM croco0 IuiaTexel, OJIHaKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DJIEKTPOHHBIE JICHBI'M MOSIBUIIMCH COBCEM HEIABHO U UMEHHO M3-3a 3TOTO BO
MHOTHX TOCyAapCTBax J0 CUX MOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHU (QYHKIIMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, TJe
UX pa3AeisIlOT Ha HECKOJIBKO BUIOB - aHOHHMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3peuiaeTcsi MPOBOJIUTH Orepanuu 6e3
UACHTU(UKAIINY TT0JIH30BATEIsI, @ B HCAHOHUMHBIX WIACHTU(MUKAIIUS TTOTH30BATEISA
SBIISIETCS] 00S3aTEIHHOM.

Taxxe craemyer pa3nuyaTh DJJICKTPOHHBbIE (UATHBIE JI€HBI'M (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJICKTPOHHBbIE He(dUATHBIC ACHLIM (HE PaBHBI
rOCyJIapCTBEHHBIM BaJlIOTaM).

OCHOBHBIE COBETHI 110 0€3011aCHON PaboTe € ANEKTPOHHBIMU JICHbraMU:

1. IlpuBsku k cueTy MOOWIBbHBIA TeneoH. DTO camblii yIOOHBIM U
OBICTPBIN CMOCOO BOCCTAHOBUTH JOCTYN K cueTy. [lpuBsizannbii TenedoH
MOMOJKET, €ciu 3aly/elllb CBOW IUIATEXHBIM Mapoiib WIM 3aijielllb Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnionb3yit omHOpa3oBbie mapoiu. llociie mepexona Ha YCHUIICHHYIO
aBTOpU3aIMI0 TeOe yke He OyleT yrpokaTh OMAaCHOCTh KpaKH WM TepexBaTa
IJIATEKHOTO MapOJIs;

3. Beibepu cnoxsbiii maponb. [IpecTymuukam OyneT HE MPOCTO yrajaaTh
CJIOXHBIN naposbs. HagexHsle mapoiu - 3To mapoiu, KOTOPbIE COEpk AT HE MEHee
8 3HAKOB M BKJIOYAIOT B CE€OSl CTPOYHBIE M NPOIMHUCHBIE OYKBBI, LUPpPHI H
HECKOJIbKO CUMBOJIOB, TaKH€ KaK 3HAK JoJuiapa, PyHTa, BOCKJIMIATEIbHBIN 3HAK U
T.11. Hampumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSECIIIb.

Inekmponnasn nouma

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTUSI U MPEJOCTABIISIEMbIE €0 YCIYTH IO
NIEPECHUIKE U MOJTYYEHUIO IEKTPOHHBIX COOOUIEHUH, KOTOPBIE PACTIPEAEISIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
CJIeIyIOIUM 00pa3oM: UMsI_TOb30BaTeNsi(@umMs_omeHa. Takxe Kpome nepeaadu
MPOCTOT0 TEKCTa, UMEETCS BO3MOKHOCTh TIepeaBaTh (hauJibl.

OCHOBHBIE COBETHI 10 0€30MacHON PabOTe C AEKTPOHHOMN MOYTOM:

1. Hago BBIOpaTh TpaBWUIBHBIM TOYTOBBIM CEpBHC. B WHTEpHETE e€cTh
OTPOMHBIN BBHIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIII€ IOBEPSThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBail B TUYHOM mouTe JUUHYI0 HHbopmaruio. Hanpumep, myurie
BbIOpaTh «My3bIKaNIbHBIN _(paHat@» mm «pok2013» BmecTo «remal3»;

3. Ucnonp3yil ABYXATamHyr aBTOPH3AIlMI0. OJTO KOrJa MOMHUMO TMapoJis
HY>KHO BBOJUTb KO/I, TpUChUIaeMbIil o SMS;




4. Bp10epu CIOXKHBIN Napoib. [[J1s1 Kaxka0ro HOYTOBOIO SIIIMKA JTOJKEH ObITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJib;

5. Ecnim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yi HECKOJIBKO IMOYTOBBIX SIIHMKOB. IlepBBI I 4YacTHOM
MEPEINNCKU C aipecaTamMu, KOTOPBIM Thl JOBEPSEHIb. JTO AJIEKTPOHHBIN agpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMU Ha OopyMaxX U CalTax;

7. He oTkpeiBail (ailnibl ¥ Ipyrue BIOXKEHHUS B MHUCbMAax, JaXKE €CIU OHH
NPUIUIM OT TBOUX Jpy3eu. Jlyuine yToOuHM y HHMX, OTIPABISUIM JM OHU TeOE ATH
Gaitnbr;

8. [locne oxoHuaHWs pabOTHI Ha TMOYTOBOM CEpPBHCE IMEpell 3aKPHITHEM
BKJIAJIKH C CAUTOM He 3a0y/1b HAKATh Ha «BBIATHY.

Kubepoynnune unu eupmyaivHoe uzo0eeamenbCmaeo

KubepOymuHr  —  mpecieoBaHHE  COOOIICHUSIMH,  COJEp KAIUMHU
OCKOpOJIeHMS, arpeccuro, 3aIyTUBaHUE; XYJIUTaHCTBO; COI[MAJIbHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00PBHOE ¢ KHOEPOYIITMHTOM:

1. He Opocaiics B 60#. Jlydmuii cnoco6: mocoBeToBaThCA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMYy MOKHO OOpaTHThCS, TO BHadalle yCHOKOUTHCS. Eciau Tbl
HayHEIIb OTBEYATh OCKOPOJECHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIIb KOH(IIHKT;

2. Yupapisi cBoel kubeppemyTaiuei;

3. AHOHUMHOCTh B ceTh MHHMMas. CyIleCTBYIOT CIOCOOBI BBIICHHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouUT BECTHM XYJIUTAaHCKUW 00pa3 BUPTyalbHOM Ku3HHU. MHTepHeT
(buKCUpyeT BCE TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyJeT KpaiHe
3aTPYJHUTEIIBHO;

5. Cobnroail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyii eauHuuHblid HeraTuB. (OIHOpPA30BBIE  OCKOPOUTEIBHBIC
COoOOIIeHHUsT Jydyllle WUrHopupoBatb. OOBIYHO arpeccusi MpeKpamiaercss Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHH C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTeNs KHOEepOyuMHTra. TBOU NEUCTBUS: BHICTYIUThH MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKass MOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

Moounvuwiit meneghon

CoBpeMeHHbIe CMapT(OHBI U TJIAHIIIETHI COJIEPXKAT B ceO€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMHU
KoMIiboTepamMu. OJJHAKO, CPEACTB 3aLIUTHI 1JIs MOJJOOHBIX YCTPOUCTB MOKA OYEHB
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX IPOUCXOJIUT HE TaK
MHTEHCUBHO, Kak 175 [1K, To jxe camoe kacaeTcst U MOOMJIbHBIX MPUITOKEHHM.



CoBpemeHHble MOOWIbHBIE Opay3epbl yK€ MPaKTHYECKH JIOTHAJH
HACTOJIbHBIE AHAJOTH, OJIHAKO pacHIMpeHne (QyHKIMOHAlla BIeYeT 3a coOOM
OOJIBIIYIO CIIO)KHOCTb Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIIHE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JJis 0€30MaCHOCTH MOOUIILHOTO TesiedoHa:

Huuero He sBisieTcst mo-HacrosiniemMy OecriiaTHbIM. Bylib ocTopoXkeH, Be/b
Korja tebe mpenaraioT OecIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCIYTH;

Jymaii, npexe ueM otnpaButb SMS, ¢oto mim Buaeo. Thl TOUHO 3HACIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO CMapThOHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUII MOOMITBHBIX Telle(hOHOB;

He 3arpyxaii mpuiiokeHus: OT HEU3BECTHOTO MCTOYHUKA, BEllb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIIEUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIB C cailTa, I7ie€ BBOJWI JUYHYIO MH(POPMALHUIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

Ilepuonnuecku MpoBEPsIi, KAKUE IUIATHBIE YCIYI'M aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBail cBOM HOMEp MOOWUJIBHOTO Tene(OoHA TONBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSEIb;

Bluetooth nomkeH ObITH BBIKITIOYEH, KOT/Ia Thl UM HE TOJb3yemibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online uzpu

CoBpeMEHHbIE  OHJIAWH-UTPBl — 3TO KpacoyHble, 3aXBaThIBAIOIIUE
pa3BieUeHUsl, OOBEIUHSAIONIME COTHU ThICSY 4YEJOBEK Mo BceMy mupy. Urpoku
UCCIIEAYIOT JaHHBIM UM MHp, OOLIAIOTCS APYT C APYTOM, BBIMOJHSIOT 33JaHUS,
CPKAIOTCS C MOHCTPAMHM M TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
MOKYMNAaloT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa MAYT Ha MOAJEPKAHUE U PA3BUTHE UIPhI, & TAKXKE HA cCaMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJ1sl TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nonoOHBIX WIrpax CTOUT oOmacarbCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)XM TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALMH
OOJBIITMHCTBA UTP.

OCHOBHBbIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOI0 aKKAYHTA:

1. Ecnu apyroit urpok BeaeT ceOs II0X0 MU CO37aeT TeOe HEMPHUSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiicss aIMUHUCTpaTOpaM WIPbl HA IUIOXOE IIOBEJIEHHE 3TOTO
UTPOKA, KENATEIBHO NPHIIOKHUTh KaKHE-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii mnunyro nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIMaibHbIe TATYH U MOJIBI;

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;




7. Jaxe BO Bpemsi Wrpbl HE CTOMT OTKJIIOYaTh aHTUBHpYyC. [loka TbI
UIpaelllb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

Duumunz unu Kpax3ca 1U4HbIX OAGHHBIX

OOBbIYHON Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE YJIUBHUIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS «IFOOMMBIMY JIEIOM.

Tax mosBuiach HOBasl yrpo3a: MHTEPHET-MOUIEHHMYECTBA WM (DUIIMHT,
TJIaBHAs IeNb KOTOPOTO COCTOMT B TMOJYYEHUH KOH(PHUACHUUAIBHBIX JTaHHBIX
MoJIb30BaTeNNe — JTOruHOB M maposieil. Ha anramiickom si3pike phishing untaercs
kak ummHr (0T fishing — ppIOHas J10BJIs, password — mapoJs).

OCHOBHBIE COBETHI 110 60pb0E C PUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii Thl MoJ03peBacilb, 4YTO TBOS aHKETa
Obuta  B3JIIOMaHa, TO HeoOXoauMO  3a0JOKHpOBaTh €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yii 6e30macHble B€O-CaliThl, B TOM YKCJI€, THTEPHET-Mara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHbIE M pa3Hble Napoiu. Takum oOpa3om, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4.Ecnu TeOs B3IOMaNM, TO HEOOXOAMMO MPEAYNpPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J00aBJIEHBI y TeOSA B APY3bsX, O TOM, 4TO TeOs B3IOMAJH U,
BO3MO>KHO, OT TBOETO UMEHH OY/IE€T pacchliaThCsl ClaM U CChUIKM Ha (PUIIMHIOBbIE
CalThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TeNE(OH;

6. OTKJII0YM COXpaHEHUE Maposis B Opaysepe;

/. He oTkpsiBail ¢aiiibl U Ipyrue BIOXKEHHS B MUCHbMAaX, JaXKe €CIIM OHU
IOPUILIM OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOE ITH
(baibl.

Hugposaa penymayusn

[u¢poas penyranusi — 3T0 HEraTMBHas WM MO3UTHUBHAs MHPopManus B
cetu o tebe. Kommpomerupyromas uHbopManusi, pa3MelIeHHas B HHTEPHETE,
MOKET CEPbhE3HBIM 00pPa30M OTPa3UThCSA HAa TBOEH peanbHOU ku3HU. «[{udposas
penyTanus» — 3TO TBOM UMUK, KOTOPBIN (opMupyeTcst U3 nHopmanuu o Tede B
WUHTEPHETE.

TBoe MecTo IKUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TIOJIOKECHHE,
O0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX — BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorue noApOCTKH JErKOMBICIEHHO OTHOCSTCS K NyOJUKALMHU JTUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOJKEIlIb OraaThCsi 0 TOM, 4To (ororpadusi, pa3MellleHHast 5 JeT Ha3al, craja
MPUYMHON OTKAa3a MPUHATH T€OS Ha padoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u apyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpPMalMIO, ToNajga JU OHAa B IIOMCKOBBIE CHCTEMbI U
COXpaHWJIach JU OHA, a TJaBHOE: YTO MOIyMaroT O TeOe OKpY’Kalollue JIIOJIH,




KOTOpbIE HaWAYT M yBUAAT 3T0. Haiitu nHopmannio MHOTO JIET CILyCTSI CMOKET
000 — KaKk U3 A0OPBIX MOOYXKAECHUH, TaK U C HAMEPEHUEM NPUUMHUTD Bpea. ITO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI M0 3aIUTE ITU(MPOBON pEmyTaLNH:

1. ITogymaii, mpexzae yeM 4yTo-TO MyOJMKOBATh U IEpENaBaTh y ceds B OJiore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mpoQuis yCTaHOBH OTpPaHHYEHUS Ha MPOCMOTP TBOETO
npouIIs ¥ €ro COAEP>KUMOTO0, CIeTail €ro TOJIBKO «JIJIS IpY3eil»;

3. He pasmemaii u He ykas3plBail HHpOpMaIHIO, KOTOPas MOXKET KOro-Imdo
OCKOPOJIATH MJIH OOMKATh.

Aemopckoe npago

CoBpeMEHHbBIE IIKOJIBHUKM — AaKTUBHBIE II0JIb30BATENU IU(PPOBOTO
npoctpaHcTBa. OQHAKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTHUMH
BO3MOXKHOCTSIMH ~ IIU(PPOBOTO  MHpa  TpeOyeT  COONMIOJeHUS MpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIUIEKTyalbHasi COOCTBEHHOCTb» OTHOCHUTCS K pa3IMYHBIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYaIOIINX COOCTBEHHOCTh Ha MPOJIYKTHl U YCIYT'H, U 3aKaHYUBas KHUTAMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSMHU.

ABTOpCKHE TpaBa — 3TO IpaBa HAa HMHTEIIEKTYyaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATYypPbl U UCKYCCTBA. ABTOPCKHE NPaBa BHICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HHTEIUIEKTYaJbHBII/TBOPYECKHIM TPYyI aBTOpa HE
OyJeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh HW3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
paspemieHuss aBTOpa HE  MOXET  BOCHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocTpaHsiTh, IMyOJUYHO JEMOHCTPUPOBAThb, IPOJIaBaTh, HMIIOPTHPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MOKA3bIBATH/UCHOIHATh B 3UpEe WU
pasMmewars B IHTEpHETE.

Hcnonb30BaHne  «IUPATCKOTO»  MPOTPAMMHOIO  OOECIEUEHHUS] MOXKET
IPUBECTH K MHOTMM pHUCKaM: OT IOTEpPH JaHHBIX K TBOMM AakKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAHOBJIEHA HeJeraiapHas mnporpamma. He
CTOMUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIETalIbHbIE M O€CIIaTHBIE MPOrPAMMBI,
KOTOPbIE MOKHO HATH B CETH.

O nopmane

CeteBUUOK.p( — TBOM TJIaBHBIM COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATh y4acTue B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !




