MMHUCTEPCTBO OBPA30OBAHNSA 1 HAYKU POCCUMCKON ®EJIEPALIMNA

JIETIAPTAMEHT I'OCYJJAPCTBEHHOM ITOJINTUKU B COEPE
OBILIEI'O OBPA3OBAHUA

I[IMCBEMO
or 14 mas 2018 r. N 08-1184

O HAITIPABJIEHM UHOOPMALIMN

JlemapTaMeHT TOCYIapCTBEHHON MOJUTHKH B cdepe obiiero obpazoBanuss MuHOOpHAykH Poccum
HampaBlsieT Ui CBeleHus pa3paboranHble Bpemennoii komuccueit Coera Pepepanuu 10
pa3BuTHIO HMH(OPMAIIMOHHOTO OOIIECTBA METOAMYECKHE PEKOMEH/IAINK O  pa3MEIleHHuH Ha
MH(QOPMAILIMOHHBIX CTEHIaX, O(UIHATIBHBIX HHTEPHET-CaliTaX U IPyruxX HHPOPMALMOHHBIX pecypcax
o0muieo0pa3oBaTeIbHBIX OpraHW3allMii M OpPraHoOB, OCYILECTBISIONIMX yIpaBieHue B cdepe

oOpa3oBanusi, nH(OpMaLMU O OE30MIaCHOM MMOBEACHUN U UCTIONIb30BaHUU ceTH "MHTepHeT".
Hupekrop [emapramenta
A.E.IIETPOB

ITpunoxxenue
METOJUYECKUE PEKOMEHJIALINN
O PASMEIIEHNN HA UTHOOPMAILIMOHHBIX CTEHJIAX, OPUITUAJIbHBIX

WHTEPHET-CAUTAX U JIPYTUX UHOOPMAIIMOHHBIX PECYPCAX
OBILEOBPA3OBATEJIbHBIX OPTAHM3ALIUN 1 OPTAHOB, OCYIIECTBJISIOIINX
VIIPABJIEHUE B COEPE OGPA30BAHU A, THOOPMAILIMU O BE3OITACHOM
IMOBEJJEHNU U NCIIOJIbB3OBAHUU CETU "UHTEPHET"

Okcnepramu ¥ wieHamMu Bpemennoit komuccun Coera @enepauuu 10 Pa3BUTHIO
MH(QOPMALIMOHHOTO O0IIecTBa B paMKaX BBIMIOJHEHHS PEKOMEHIAIMK MapiIaMEHTCKHUX CITyIIaHWH
"AKTyanbHbIE BOMPOCHI OOecreyYeHus: Oe30MacHOCTH W Pa3BUTUS JeTeld B HMH(OPMAIIMOHHOM
npoctpanctee", kortopeie npouum B CoBere @eneparmu 17 ampenst 2017 ., 6putr pazpaboTaHbl
METOAMYECKHE PEKOMEHIAMU O pa3MeIleHMH Ha WHPOPMALMOHHBIX CTEHJaX, OQHUIMATbHBIX
MHTEPHET-CaliTaXx M Jpyrux HH(GOPMAIMOHHBIX pecypcax o01eo0pa3oBaTeNbHBIX OpPraHU3alMid U
OpPraHOB, OCYIIECTBIISIOUIMX YIpaBlieHHe B cdepe oOpa3oBaHHs, WHPOpPMALUU O O€30MacHOM
HOBEJICHUHU U UCTIONBb30BaHNM ceTH "MHTepHeT" (nanee - MEeTOIN4YeCKHUe peKOMEHIALINH).
Meronnyeckue  peKOMEHJAllMM  HANpaBlIeHbl HA  KAYeCTBEHHOE  IIOBBIIICHHE  yPOBHS
UHQOPMALIMOHHONW  JEATENBbHOCTH  O0IIeoO0pa3oBaTelbHbIX  OPraHM3alUii ¥ OPraHOB,
OCYILLIECTBISIOMIUX YIpaBieHUEe B cepe oOpa3oBaHUsA, B HYACTH MH(MOPMHPOBAHUS ydalllUXCs, MX
pomuTenell (3aKOHHBIX TPEICTaBUTENCH) M TEAarorndeckux pabOTHUKOB 00 OCHOBHBIX acCIeKTax
UH(QOPMAIMOHHON 0€30IacHOCTH.

Metoauyeckue PpEeKOMEHJALMU I03BOJAT 00IIe00pa30BaTE/IbHBIM OpraHu3aldsM M OpraHam,
OCYILIECTBISIOIIMM YIIPaBICHUE B cdepe 00pa30BaHUS, AKTyalU3UPOBATh YK€ MCIOJIb3YEMbIE U
pasMelleHHbIe HHPOPMALMOHHBIE MaTepUaNbl, TAK U MOJATOTOBUTh MX B Cllydyae UX OTCYTCTBHS C

Y4ETOM JIy4IINX PaKTHK ¥ PEKOMEH AN,
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B paMkax MeToIUYecKUX PEeKOMEHIAIMI PACCMATPUBAIOTCS CIICAYIOIINE HHCTPYMEHTHI:

1. uHpOpPMAITMOHHBIE CTEH/IBI;

2. opurmansHbBIe HHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoil nHGOpManny (IIKOJIbHbIE Ta3eThl, earorndeckue U31aHus U Apyrue).
HNHdopmanmoHHbIEe CTEHIBI

Ha unndopmannoHHbIX cTeHIax B 001e00pa30oBaTeNbHBIX OpraHU3alsIX, PacloiIOKEHHBIX B (oiie

YUpeXIEeHUH M B KaOMHETaX, OCHAIICHHBIX MEPCOHAIBHBIMU YCTPOWCTBAMM JJIsl BBIXOJA B CETh

"UnTepHeT", PEeKOMEHIyeTCs pa3MEeCTHTh HWH(OPMAIMOHHBIE TAaMSTKH, COACpKAllie OCHOBHBIC

COBETHI 10 obOeceueHn 0 NH(POPMAITMOHHON O€30MaCHOCTH YUaIXCS.

B nmpuiokennn N 1 K METOAMYECKMM PEKOMEHIAIMSAM IMpEACTaBiIeH oO0pas3el] MaMsATKdA s

pasmereHust Ha HHQOPMAIIMOHHBIX CTEHAAX.

Cpencta MaccoBOi HHGOPMAITUH
B cpeactBax MaccoBoil MH(popMaiuM, OpUEHTUPOBAHHBIX Ha OOydarolIUXcs, PEKOMEHAYeTCs B
Te4eHHe y4yeOHOro roja peryyspHoO MyOJIMKoBaTh MH(OpPMAlMOHHBIE MaTepHajbl, MOCBSIICHHbIE
OTJENbHBIM acTeKTaM WH(POPMALMOHHOW O€30MacHOCTH, a TaKXKe pa3IM4yHble MaMATKH OOLIero
xapaxTepa.
B cpenctBax maccoBoil mH(OpMaIuy, OpUEHTHPOBAHHBIX Ha MEJAarorniyeckyro OOIIeCTBEHHOCTD,
PEKOMEH/IyeTCsl B TeYeHHE KaJeHJapHOro Toja peryiaspHO myOIMKoBaTh WHGOPMALMOHHBIE
MaTepHuajbl, MOCBALUICHHBIE OTAEIBHBIM acleKkTaM HWH(QOPMAaIUOHHONW 0e30MacHOCTH  Kak
HECOBEPILICHHOJIETHUX, TaK U 00I1e00pa30BaTeNIbHBIX OpPraHU3alri, a TaK)Ke Pa3IMYHbIe MaMSITKH,
0030pbl HOPMATUBHO-IIPAaBOBOTO PETYJIMPOBAHUS JNAaHHOM cdepbl U MHGOPMAIMIO O aKTYyaJbHBIX
MEpONPHUATUAX U COOBITUAX B JaHHOM cdepe.
B xome mpoBeaenuss Emmnoro ypoka mo Oe3zomacHocTd B cetu "MHTepHET" pekoMeHmyeTcs
0o0ecreynTh BBIMYCK TEMaTHYECKOrO BBIMYyCKa CpPEACTBa MaccoBOl HH(oOpMamuu JMbO cepuu
nyOJIMKaIUi, Cpe KOTOPBIX pacCMOTPETh OPraHU30BAHHBIE MEPONPUATHS Ui 00ydaromuXcs, UX
poauTenei (3aKOHHBIX MPEICTaBUTENIeH) U MeAarornieckoi 00IeCTBEHHOCTH.

Odunmansabie UHTEpHET-pECypChI
OO0mieo0pa3oBaTeNbHBIM OpPTraHU3alMsAM pPEKOMEHIyeTCsl Ha cBouX oduumansHeix HWHTEpHET-
pecypcax obecrnednTh (YHKIIMOHHPOBAHHWE CAMOCTOSITEIBHOTO U CIELHUATU3UPOBAHHOIO pa3ena

"Undopmanmonnas 6e30macHOCTE", B paMKax KOTOPOTO MPEAYCMOTPETh Pa3MEIICHUE CIIeAYIOIIeH

nHpOpMAITUH:
Paznen/moapaznen dopmart CopepxaHue MaTepUasoB
MpeICTaBICHUS
MaTEpHaJIOB
UlokansHbie HOpMaTUBHBIE Komnuu Pazmemniatorcs Konuu JOKyMEHTOB, T.€.
aKThl B cpepe ITOKyMEHTOB B |CKAHUPOBaHHBIN BapUaHT JTIOKYMEHTA,
oOecrieyeHus dopmate *PDF  cooTBeTcTByIOMIMI TpEOOBAaHUSAM K IapaMeTpam
MH(QOPMALMOHHON CKaHMpOBaHUA. Pa3MemaroTcss JOKyMEHTHI,
0e30macHOCTH [pETIIaMEHTHPYIOLINE OPTaHU3AIMIO U paboTy C
oOyuarouxcs MEepCOHAIbHBIMU JJAHHBIMU, IJIAHBI MEPONIPUATUIN IO
obecrieueHr0 HHPOPMAIMOHHOM 0€30MacHOCTH
00yJaIONMXCs U IpYyTHE.
HopmaTtuHOe Komun [TyOIMKyrOTCS aKTyaIbHBIE CBEICHUS O (heepambHBIX
peryJimpoBaHue ITOKYMEHTOB B | PETHOHAJILHBIX 3aKOHAX, MMCbMaX OPraHOB BIACTU
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dopmate *PDF | npyrue HOpMaTHBHO-TIPABOBBIE TOKYMEHTHI,
[periIaMeHTHpYIoNIHe o0ecriedeHne HHHOPMAIIMOHHOM
0€301acHOCTH HECOBEPIIEHHONETHUX. [lomyckaeTcs
BMECTO KOIHUIT pa3MeIiaTh TUIIEPCCHUIKH Ha
COOTBETCTBYIOIINE JOKYMEHTHI Ha CaiiTaX OpraHoB

rOCY/IapCTBEHHOMN BIIACTH.

Ilerarornyeckum TekcT Ha PazmeniaroTcst METOAMYECKHUE PEKOMEHIAIINU U
paboTHUKaM CTpaHUIIE CaiiTa [yKa3bIBAeTCs MHPOPMAIHS O MEPOTIPUSITHIX,
Konnu MMPOEKTax W MpOTrpaMMax, HarmpaplIeHHbIX Ha

ITOKyMEHTOB B |[IOBBIIIEHUE HH(POPMALIMOHHON TPaMOTHOCTH

dopmate *PDF  [neparormueckux pabOTHHKOB.

OO0yyarommmces Tekct Ha Pa3mermaercs nunopmaonHas

cTpanuile caiita |[mamstka (mpuiokerne N 2) U yka3bIBaeTCs

MH(POPMALIUS O MEPOTIPUATHUSX, IPOCKTAX U
[porpaMMax, HalpaBJIEHHBIX HA OBBILICHNUE

MH(POPMALMOHHON T'PAMOTHOCTH 00YYarOIUXCS.

Ponutensm (3akoHHBIM  [TekcT Ha Pazmeraercst nHpOpMaLMOHHAs

MPEICTAaBUTEIISIM) CTpaHwMIle caiita [mamsaTka (npuioxenne N 3).

00yJaronmxcst

Jlerckue GezomacHbIe TexcT Ha Pazmerniaercst uHGoOpMaLUs O PEKOMEHIYEMBIX K
CalThI CTpaHUIIE CaiiTa [MCIIOJIb30BAHHUIO B yUeOHOM TpoIiecce Oe30MmacHbIX

caifTax, 0aHHepbl OE30IaCHBIX IETCKUX CAMTOB.

OpranaM, OCYIIECTBISIOIIMM yIpaBieHHEe B cdepe 00pa3oBaHMS, PEKOMEHIYETCS Ha CBOUX
ournmaneueix MHTepHET-pecypcax oOecneduTh (YHKIHMOHMPOBAHUE CAMOCTOSITEIBHOTO U
crenuanu3upoBaHHoro pasgena "HMHdopmannonHas 6e3omacHOCTB', B paMKax KOTOPOTO

NpPEeayCMOTPETh pa3MelleHHe cieayomeld nHpopMaIm:

[Tpunoxenne N 1
I[MAMSTKA
JUIS1 OBYYAIOIIMXCS Ob MH®OPMAILIMOHHOM BEE30ITACHOCTHU JIETEN

HEJIb34

1. Bcem moapsin cooOmark CBOKO YacTHYHO HMHGpopMaIuio (Hacrosmue ums, Gamuinio, TenedoH,
ajzipec, HOMeEp IIKOJIbI, a Takxke GoTorpaduu CBOU, CBOEH ceMbH U py3ei);

2. OTKpBIBaTh BIOKEHHBIE (DAalIbI 3JIEKTPOHHOW TOYTHI, KOTJa HE 3HACIIb OTIIPABUTEIIS;

3. I'pyOuTh, mpuaupatbes, OKa3bIBaTh IABJICHHUE - BECTH Ce0sl HEBEIKIIMBO U arpeCCUBHO;

4. He pacnopsixaiicsi A€HbraMH TBOEH ceMbH 03 pas3pelleHusl CTApIIMX - BCErjJa CHpalinBai
poauTenen;

5. He Bcrpeuaiica ¢ HHTepHET-3HAKOMBIMM B PEAJBHOW >KM3HU - ITOCOBETYHCA CO B3POCIBIM,
KOTOPOMY JIOBEPSICIIIb.

OCTOPOXHO

1. He Bce mumyr mpaBay. Yurtaemsb o cebe Hempasay B MHTepHeTe - cooOmu 00 3TOM CBOUM

POOUTECIIAM HJIU OIICKYHAM;
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2. [IpurnamaioT nepenuchiBaThCs, UTpaTh, 0OOMEHUBATHCS - IPOBEPH, HET JIM MIOJIBOXA;

3. HezakonHoe konupoBaHnue (aiino B UHTEpHETE - BOPOBCTBO;

4. Beerna pacckasbiBail B3pOoCibIM O Ipo0IeMax B CETH - OHH BCETJa MOMOTYT;

5. Hcrmonb3yii HaCTpoiikM O€30MacHOCTH W MPHUBATHOCTH, YTOOBI HE TOTEPSTh CBOM AKKAayHTHI B
COLICETSIX U JPYIUX MOpTajiax.

MOXHO

1. YBaxaii Ipyrux mnoiab30BaTemei;

2. TIonw3yenibest THTEpHET-UCTOYHUKOM - JieJIail CCHIIIKY Ha HETO;

3. OTKpbIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOIIBIO B3POCIBIM - POJIUTENN, ONEKYHbl UM aJIMUHUCTpALUsl CAalTOB Bcerma
IIOMOT'YT;

5. Ilpoiian oOydenune Ha caiite "CeTeBHYOK" M TIOIYYH MACIOPT IMUPPOBOTO rpayKaaHUHA!

[Ipunoxxenue N 2
NHOOPMAIIMOHHASA ITAMSATKA
JUIAA OBYUAIOIIINXCA A PASMELIEHUA

HA OOUIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM roJIoM MOJIOAEXKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKH OJHU M3 CaMbIX
aKTUBHBIX IOJb30BaTenell PyHera. Mexny TeM, IOMMMO OIpPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HEeCeT U NMpoOseMbl. DTa namsTKa 10/HKHA TOMOYb TeOe 0€30IacHO HAXOAUTHCS B CETH.
KoMmnbroTepHbIe BUPYChI

KomnbloTepHblif BUpPYC - 3TO Ppa3HOBUJHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTJIMYUTEIBHON
0COOCHHOCTBIO KOTOPOH SIBIISIETCS] CHOCOOHOCTh K Pa3MHOXEHUIO. B jomonHeHne K 3ToMy, BUPYCHI
MOTYT MOBPEJUTh WM TOJHOCTBIO YHUYTOXKUTb Bce (aillibl M JaHHBIE, HOJKOHTPOJIbHBIE
H0JIb30BATENI0, OT MIMEHH KOTOPOro Oblla 3alylleHa 3apaKeHHas IporpamMma, a TakkKe MOBPEIUTh
WIN JJa)ke YHUYTOXKUTh ONEPALMOHHYIO CHCTEMY cO BceMM (aiimamu B menoM. B GombimHCTBE
CJIy4aeB paclpOCTPAHSAIOTCS BUPYCHI Y€PE3 UHTEPHET.

MeToab! 3alUTHI OT BPEIOHOCHBIX IPOTrPAMM:

1. Mcnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHb 3aILUTHI OT
BPEJIOHOCHBIX IIPOTPaMM;

2. IloctossHHO ycraHaBnIMBail mautd  (UUQPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C LIEJbI0 0PaOOTKU MPOrpaMMbl) U JIpyrue OOHOBICHUS CBOEH ONEpallOHHON
cucremsbl. CkauMBail MX TOJNBKO ¢ OpHUIMATIBHOTO caiiTa pazpadborunka OC. Eciu cymecTByeT pexum
aBTOMATHYECKOI'O0 OOHOBJIEHUS, BKIIIOYH €T0;

3. PaGotaii Ha cBOEM KOMIBIOTEpPE IIOJ MpaBaMM I0JIb30BaTelNsA, a HE aAMHHUCTpaTOpa. JTO HE
HO3BOJIUT OOJIBIIMHCTBY BpPEAOHOCHBIX IMPOTrPaMM HMHCTAJUIMPOBATHCSI HA TBOEM IIEPCOHAIILHOM
KOMITBIOTEPE;

4. Ucnone3yil aHTUBUPYCHbIE NPOTPaMMHBIC MPOAYKTHl HM3BECTHBIX MNPOHM3BOJUTENCH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub GU3NUECKUI TOCTYI K KOMIIBIOTEPY Ul HOCTOPOHHUX JIULI;

6. Micnionb3yit BHEIIHUE HOCUTEIHN MH(OpMAINHY, TaKue Kak (iemrka, AUCK WK (aiiia U3 HHTEepHeTa,

TOJIBKO U3 MMPOBEPCHHBIX HCTOYHUKOB,



7. He oTkpbiBail KOMIBIOTEpHbIE (hailiibl, MOJTYYCHHbIE W3 HEHAJEKHBIX HCTOYHHMKOB. [laxke Te
¢aiinbl, KOTOphIE MpHCIaN TBOM 3HaKOMBIN. Jlyyllle yTouHM y HEro, OTIIPABIISI JIU OH TEOE UX.

Cern WI-FI

Wi-Fi - 370 He BHJ mepenavd AaHHBIX, HE TEXHOJOIHs, a BCEro JHIIb OpeH, mapka. Eme B 1991
roay HUJAEpIaHACKas KommaHus 3apeructpupoBana Openn "WECA", uro o6o3Hayano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs kak "GecpoBogHas TOYHOCTH'.

Jlo Hamrero BpeMeHH JoIuIa Ipyras abOpeBuaTypa, KOTopas sBJISIETCS TaKOW jKe€ TEXHOJIOTHEH. DTO
ab0pesuarypa "Wi-Fi". Takoe Ha3BaHume OBLIO JaHO ¢ HAMEKOM Ha CTAaHAAPT BBICIIEH 3BYKOBOM
texauku Hi-Fi, uro B mepeBoie o3HauaeT "BbICOKast TOUHOCTD'.

Ja, OecrnaTHbI WHTEPHET-IOCTYN B Kade, OTeNIX U a’pomnoprax SBISETCS OTIUYHON
BO3MOKHOCTBIO BBIXOJa B MHTepHEeT. HO MHOTHE SKCHepThl CYHMTAIOT, YTO oOmenocTynabie Wi-Fi
CEeTH He ABJSAIOTCS Oe30MaCHBIMH.

CoBeTbl 110 6e30MaCHOCTH pabOTHI B 00MIe0CTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto muHyto nHpopmanuio depes odmenoctynusie Wi-Fi ceru. Paboras B HuX,
JKeJIaTelbHO HE BBOJUTH MMApPOJIH 1OCTYIA, JOTMHBI M KaKUe-TO HOMEpa;

2. Uicnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE ITPOrpaMMbI U Opanamayep. Tem caMbIM Thl 00€301acHuIlb
ce0st OT 3aKaYKu BUpyca Ha TBOE YCTPOWCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢ynkmuio "OOmmii noctynm K QaitiaMm u mpunTepam'.
Jannas ¢yHKUMS 3aKphITa 10 YMOJIYAHHIO, OJHAKO HEKOTOPHIE MOJIb30BATEIN aKTUBUPYIOT €€ JUIs
yoOCTBa HCHOIB30BaHUS B paboTe uim yueoe;

4. He ucnonw3yit myomuunsiii WI-FI nns nmepemaun JMUYHBIX JaHHBIX, HANpUMeEp U1 BBIXOAA B
COIMAJIbHBIE CETH WJIM B JIEKTPOHHYIO TIOUTY;

5. Ucnonw3yi#t Tonpko 3ammiieHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
aapeca BBoau uMeHHO "https://";

6. B moO6mneHOM Tenedone otkmroun (ynkuuio "llonkmouenne xk Wi-Fi aBromatmuecku". He
JIOITyCKai aBTOMaTUYECKOr'o MOAKII0YEeHUs yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.
CouuanibHble CeTH

CouuanbHple CETH AKTUBHO BXOASAT B Hally >KU3Hb, MHOTHE JIOAM pabOTalOT W KHUBYT Tam
MOCTOSTHHO, a B Facebook yike 3apeructpupoBaH MUIUTHAP/T YETIOBEK, YTO SIBISECTCS OJHOU CEIbMOM
BCEX JKHUTEJNEH IIaHeThl. MHOTHE IMOJIb30BAaTEIN HE TMOHUMAIOT, YTO MHQOpMAIMs, pa3MemeHHas
UMM B COLIMAIBHBIX CETSAX, MOXKET OBITh HalJieHa W MCIOJb30BaHA KEM YTOIHO, B TOM YHCIIE HE
00s3aTenbHO ¢ OJaruMy HAMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 0€30TTACHOCTH B COITUAIIBHBIX CETSIX:

1. Orpannyb cIMCOK Apy3el. Y Te0s B Ipy3bsiX HE TOJDKHO OBITh CIIy4alHBIX U HE3HAKOMBIX JIIOCH;
2. 3ammmiaii CBOIO 4YacTHYIO >XM3Hb. He ykaspiBail maponu, TenedoHsl, agpeca, aTy TBOETO
POXIEHHUS W JAPYIYIO JHWYHYI0 HH(OpMAIuio. 3IOYMBIIIJICHHUKA MOTYT HCIHOJIb30BaTh JIaxe
WHGOPMAITUIO O TOM, KaK Thl K TBOM POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYIIBI;

3. Bammmai CBOIO peryTaiuio - IepKHU €€ B YICTOTE U 3a/1aBaii cebe BOmpoc: XOTel ObI ThI, 4TOOBI
Jpyrue nojiab30BaTesd BUIEIH, YTO Thl 3arpyxaeuib? [logymaii, mpexae yem 4To-To onmyOIMKOBaTh,
HamMcaTh U 3arpy3uTh;

4. Ecniu THI TOBOPHIIB C JIFOJBMH, KOTOPBIX HE 3HACIH, HE MCTIONB3yl CBOE PEATbHOE UMSI M IPYTYIO
JTUYHYIO HHPOPMAIIHH: UMsI, MECTO KUTEIhCTBA, MECTO y4eObl U poUee;

5. N3berait pasmemienus dotorpaduii B IHTEpHETE, T1e THl N300paKeH Ha MECTHOCTH, TI0 KOTOPOH

MOKHO OIIPECACINTb TBOC MECTOIIOJIOKCHHC,



6. IIpu peructpanuu B COLUAIBHON CETH HEOOXOAUMO HCIOIb30BATh CIOXKHbIE NAPOJIH, COCTOSIINE
u3 OyKB 1 U(p U C KOJIUYECTBOM 3HAKOB HE MEHEe §;

7. s COIMAIbHON CETH, MOYTHI M JAPYTHUX CAWTOB HEOOXOIMMO HCIIOJIB30BaTh pa3HbIC IMapOJIH.
Torna ecnu Te6s B3MTOMAIOT, TO 3JI0YMBIIIJICHHUKH TIOJIy4aT TOCTYII TOJIBKO K OTHOMY MECTY, a HE BO
BCE Cpasy.

ONEeKTPOHHBIE JEHBIU

DJIEKTPOHHBIE JCHBI'H - 3TO OYEHb YHAOOHBIN crocol IuiaTekei, 0OJHAKO CYIIECTBYIOT MOIIEHHHKH,
KOTOpBIE XOTAT MOJIYYUTh ITH JEHBIHU.

DIEKTPOHHBIE IECHBI'H MOSBUIIUCH COBCEM HEIABHO U MMEHHO U3-3a 3TOr0 BO MHOTHX I'OCYIapCTBax
JI0 CHX IIOp HE IPOMKCAHO IIPO HUX B 3aKOHAX.

B Poccun e oHM (yHKIMOHHPYIOT M O HHUX YyXX€ NPOMHMCAHO B 3aKOHE, € UX pa3’eisioT Ha
HECKOJIbKO BHUJOB - aHOHMMHBIE M HE aHOHMMHBbIE. Pa3HHIIa B TOM, 4TO AaHOHUMHBIE - ITO TE, B
KOTOPBIX pa3peliaeTcs IPOBOAUTH onepaluy 0e3 UAeHTU(HUKALMY [10JIb30BaTeNs, & B HEAHOHUMHBIX
U/ICHTH(UKALNS TT0JIb30BaTeNIs SIBJISETCS 0053aTEIbHOM.

Taroke cienyeT pa3nuuaTh dJIEKTPOHHBIC (pUaTHBIE AEHBIU (PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM) U
AIIEKTPOHHbIE HEe(UATHBIC IEHBIU (HE PaBHBI TOCYAaPCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOi paboTe ¢ JIEKTPOHHBIMU JI€HbIAMU:

1. IIpuBsiku K c4eTy MOOMIIBHBIN TenedoH. ITO caMblil y1OOHBINH U OBICTPBINA CIIOCOO BOCCTAHOBUTH
JnocTyn K cyery. [IpuBsi3aHHBIN TeneoH MOMOXKeET, eciu 3a0yAenlb CBOW IUIATEKHBIA MapoJib WIH
3aiiielllb Ha CaliT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonn3yii ogHopa3oBbie nmaposu. [locie mepexona Ha yCHJICHHYIO aBTOPH3aAIUIO TeOe yxkKe He
OyzeT yrpoaTh OIIaCHOCTb KpaXKM WM IIepexBaTa IUIaTeXHOTo MapoJis;

3. BpiOepu cnoxsbiii maponb. IlpectynmHukam Oyaer He MpOCTO yrajaTh CIOXKHBIA Mapob.
HapnexxHple maposin - 3TO mapoJid, KOTOpBIE COAEpkKAaT HE MEHee 8 3HAKOB U BKIIOYAIOT B ceOs
CTpOYHBbIE M NPOMUCHbIE OYKBBI, IIU(PBI U HECKOIBKO CUMBOJIOB, TaKME KaK 3HaK Jlojuiapa, QyHTa,
BOCKJIMLIATEIbHBIN 3HaK ¥ T.1I. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CAiTaX, KOTOPHIM HE JI0BEPSCIb.

DNeKTpOHHAas oYTa

DNEKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEIOCTABISEMBIE €10 YCIIYTH 110 IEPECHUIKE U MOJyYEHUIO
JJIEKTPOHHBIX  COOOIICHUH, KOTOpPBIE pACTIPEeNesaioTcs B KOMIblOTepHOH cetn. OOBIYHO
AIIEKTPOHHBII MOYTOBBIN AWK BBITJSIUT CIEAYIOIINM 00pa3oM: UMsI_TOJIb30BATENA(@HUMS_TOMEHA.
Takxe KpoMme nepeaadu NpocToro TEKCTa, UMEETCsl BO3MOKHOCTh MepeaaBarh (haiibl.

OCHOBHBIE COBETHI 110 0€30TIaCHOM paboTe C IIEKTPOHHON TOYTOM:

1. Hano BeIOpaTh NMpaBMIIbHBIN NOYTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBII BEIOOP OeCIIaTHBIX
MOYTOBBIX CEPBUCOB, OJTHAKO JIyUllle JOBEPATh TEM, KOTO 3HACIIb U KTO NEPBbI B peHTHHTE;

2. He yka3plBalli B JMYHOM mouTe JWuYHyl0 uUHPopManuio. Hanpumep, myume BbIOpaTh
"My3bIKanbHBIA (panaTt@" win "pok2013" Bmecto "Temal3";

3. HMcnonp3yil IBYXdTalmHYH aBTOPU3ALMIO. JTO KOrJa MOMHMO Mapojisi HY)KHO BBOJUTH KOJ,
npucbuiaeMselii mo SMS;

4. Boibepu CIIOXKHBIA Tapoib. (s Kaxaoro MmodTOBOTO SIIMKA JOKEH OBITh CBOW HaJC)KHBIH,
YCTOWYHMBBIN K B3JIOMY IIapOJIb;

5. Ecnm ecth BO3MOKHOCTD HAIIMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH 3TY BO3MOXKHOCTB;



6. Hcnonb3yil HECKOJNBKO MOYTOBBIX SLIMKOB. IlepBBI 11 4acCTHOW MEPENUCKH C aJgpecaTami,
KOTOPBIM Thl JIOBEpPSCIIb. JTO 3JCKTPOHHBIA aJpec He Hal0 HMCMOIb30BaTh MPU PETUCTPALMM HA
dbopymax u caiTax;

7. He oTkpeiBaii (aiiiibl U Ipyrue BIOKCHHS B MHUCbMaX, JaKe €CIIM OHH TPHUIIUIA OT TBOUX JIPY3CH.
Jlyuiie yTOYHU y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (ailibl;

8. I[lociie okoH4aHusi pabOTHI HAa IOYTOBOM CEpPBHUCE TMEPe]l 3aKPHITHEM BKJIAJKH C CaiiToM He 3a0yb
Ha)xaTb Ha "BeriTu".

KuGepOyumiHT Wi BUPTYyaJIbHOE M3/1€BaTEIHCTBO

KubepOymmuHr - mpecieoBaHHE COOOLIEHUSMH, COAEPKALIUMHU OCKOPOJIEHHS, arpeccuio,
3alyTMBaHKe; XYJIUTAaHCTBO; COLMAIbHOE OONKOTUPOBAHHWE C TOMOINBIO PA3TUYHBIX HWHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 00phOE ¢ KHOEPOYIUTHHTOM:

1. He Opocaiics B 60ii. JIyummii crmoco0: mocoBeToBaThes Kak ceOsi BECTU M, €CIM HET TOro, K KOMY
MOKHO OOpaTHThCSA, TO BHayalle YCHOKOUTHCA. Ecim Thl HayHemb OTBEYaTh OCKOPOJICHHSIMH Ha
OCKOPOJICHUS, TO TOJBKO eIlie OO0JIbIIe Pa30XIKeIlb KOH(DIHKT;

2. Yrpapnsii cBoed kubeppemyTaiue;

3. AHOHMUMHOCTH B ceTH MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOMT 33 @HOHUMHBIM
AKKayHTOM;

4. He cTtouT BecTH XymUTaHCKUH 00pa3 BUPTyalbHOM >KU3HU. VMHTEpHET (UKCHpPYET BCE TBOH
NEMCTBUS M COXpaHSET uX. Y NAIUTh UX OyJeT KpaifHe 3aTpyJHUTEIbHO;

5. Cobmroaii cBOXO BUPTYaIbHYIO YECTh CMOJIONY;

6. UWrhopupyit eauHuuHblii HeraTuB. OJHOpa30Bble OCKOPOUTEIbHbIE COOOLICHUS JIydIle
urHopuposatb. OOBIYHO arpeccust MpeKpamaeTcs Ha Ha4aIbHOM CTainy;

7. Ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOILICHUSIMH, B COIIMAIBHBIX CETSIX €CTh
BO3MOXKHOCTH OJIOKMPOBKH OTIPABKH COOOIICHMIA C ONPeIeTICHHBIX apecoB;

8. Ecmu T cBuperens kuOepOyiummHra. TBOM AEWCTBHSA: BBICTYNHTH HPOTHB IPECIIEOBATENS,
MOKa3aTh €My, YTO €ro JEHCTBUS OLIEHWBAIOTCS HETATHUBHO, MOJAJIEP)KATh JKEPTBY, KOTOPOH HYXKHA
MICUXOJIOTHYECKasi TOMOIIb, COOOIUTH B3POCIBIM O (haKTe arpeCCUBHOTO TIOBEACHUS B CETH.
MoOunbHbIH TenehoH

CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COJIEPKAT B ce0e BIIOJIHE B3POCIbIA (PYHKIIMOHAT, U TETIEPh
OHM MOTYT KOHKYpUPOBaThb CO CTAllMOHAPHBIMHM KOMIbIOTEpaMu. OJHAKO, CPEICTB 3aIUMUTHI IS
M0JIOOHBIX YCTPONCTB MOKAa OYEHb Majlo. TeCTUpOBaHKE U MIOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE
TaK UHTEHCUBHO, Kak /i [1K, To e camoe kacaeTcs 1 MOOMIIBHBIX MTPHIIOKEHHH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl YK€ NMPaKTHYECKH JOTHAIN HACTOJBHBIC AHAJIOTH, OIHAKO
pacmpenre (GyHKIHMOHAIA BIEYET 32 COOOM OOJBIIYIO CII0)KHOCTh M MEHBIIIYIO 3alUIIEHHOCTb.
Jlasieko He Bce MPOU3BOJUTENHN BBIYCKAIOT OOHOBIIEHUS, 3aKPbIBAIOIINE KPUTUUYECKUE YA3BUMOCTH
JUUIS1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI [T 0€30TTaCHOCTH MOOHMIILHOTO TesedoHa:

Huuero He sBnsiercs no-HacrosieMy OecriaTHbIM. Byab ocTopoxeH, Beib Korjaa Tedbe mpeiarator
OecraTHbI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;

Hymaii, npexxae yem otnpaBuTb SMS, ¢oro win Buaeo. Tel TOYHO 3HaelIb, I7i€ OHU OyAyT B
KOHEYHOM HTOre?

Heo0xonmumMo 0OHOBIATH ONEPAMOHHYIO CHCTEMY TBOETro cMapT(hoHa;

Hcnonp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMIIBHBIX TeNE(OHOB;



He 3arpysxaii npuioxeHusi OT HEU3BECTHOI'O UCTOUYHHKA, BEJIb OHU MOTYT COZIEpKaTh BPEAOHOCHOE
porpaMMHoOe o0ecrieueHue;

[Tocrme TOoro Kak ThI BBIMICIIb C CaiTa, TNle BBOAWI JIMYHYIO MH(OpPMAIINIO, 3ali B HACTPOUKHU
Opay3epa u ynaim cookies;

[lepuoanuecku npoBepsii, Kakue MIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;

Jagaii cBoif HOMep MOOMIIBHOTO TeJeOHa TOIBKO JIFOSM, KOTOPBIX Thl 3HACIIb U KOMY JOBEpSEIllb;
Bluetooth nomken ObITh BBIKIIFOUEH, KOT/Ia THl UM HE TOJIb3yembesi. He 3a0bIBail mHOTIA TIPOBEPSITH
3TO.

Online urpsi

CoBpeMeHHbIE OHIAWH-UIPBl - 3TO KPAacOUHbIE, 3aXBATbIBAIOIIUE pa3BJICUEHUs, OOBEIUHSIOLINE
COTHH TBHICSY YEJIOBEK MO BceMy MHUpY. Vrpoku MCCIeAyroT JaHHBIM UM MHp, OOIIAIOTCS APYT C
JPYroM, BBITIOJHSIOT 3aJlaHHs, CPAXKAIOTCS C MOHCTPAMHU M IOJYYarOT OMBIT. 32 yJOBOJGCTBUE OHH
IUIATAT: MOKYMAOT AUCK, OTUIAYMBAIOT AOOHEMEHT WIIM TPUOOPETAIOT KaKKUe-TO OMIIUU.

Bce stu cpenctBa MayT Ha mojjiep)kaHHE M pa3BUTHE UIPHl, a TaKXkKe Ha caMy Oe30IacHOCTS:
COBEPILEHCTBYIOTCS CUCTEMBI aBTOPHU3AIMH, BBITYCKAIOTCS HOBBbIC MAaTyl (U(POBHIE 3aIIaTKH IS
NpOTpaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mono0HBIX MIpax CTOUT oOnacaTbCs HE CTOJIBKO CBOUX COIEPHHMKOB, CKOJBKO KpPa)KM TBOETO
napoJisi, Ha KOTOPOM OCHOBAHA CHCTEMa aBTOPHU3alUU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Eciim apyroii urpok BemeT ceds IUIOXO WIM cOo3haeT Tebe HENmpUSTHOCTH, 3a0JIOKUpPYH ero B
CIIUCKE UTPOKOB;

2. Iloxaiyiicss aAMHMHHUCTPATOpaM MWIPbl Ha IUIOXO€ IIOBEICHHE 3TOT0 HUIPOKA, KEJIATEIIBHO
NPUIOKUTH KaKUe-TO JI0KAa3aTeNIbCTBA B BUJIE CKPHHOB,;

3. He yka3pIBaii TnuHy0 HHOOPMAIIHIO B TpOdaiiie Urpsbl;

4. YBaxall Ipyrux y4aCTHHUKOB II0 UIDE;

5. He ycranaBnuBaii Heo(punaabHbIEe TATYN U MOJIBI;

6. Vcrionp3yii CIIOKHBIE M pa3HbIE TapOJIH;

7. Jlaxke BO BpeMsi MIPbl HE CTOMT OTKJIIOYATh aHTHBHPYC. [loka THI Wrpaemib, TBOW KOMIIBIOTED
MOTYT 3apa3UTh.

OUIIMHT WM KpaXka JIMIHBIX JTaHHBIX

OObIuHOW Kpakeld JeHer M JOKYMEHTOB CErOfHsS YK€ HHUKOTO HE YJIMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKHA NIEPEMECTUIINCH B UHTEPHET, M MPOAOIDKAIOT 3aHUMAThCS
"roOUMBIM" TIEITOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIICHHWYECTBA WM (UIIMHT, TJaBHAs IEJIb KOTOPOTO
COCTOUT B TIOJyYEHHH KOH(HICHIMAIbHBIX JAaHHBIX IIOJIb30BAaTECH - JIOTMHOB W mapojeil. Ha
AHIIMHCKOM si3bIKe phishing unTaercs kak ¢umuHr (0T fishing - peiOHast oBIIs, PAsSSWord - mapoJib).
OcHOBHBIE COBETHI 110 00pBbE ¢ PUmmMHrOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecam ThI mojo3peBaemib, 4TO TBOS aHKeTa Obula B3JIOMaHa, TO
HEOOXO0AMMO 3a0JOKMpOBaTh €€ W COOOIIMTh aIMUHHCTpaTOpaM pecypca 00 3TOM KaK MOKHO
CKopee;

2. Ucnionb3yii 6e30macHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB M TOUCKOBBIX CUCTEM;

3. Hcmomp3yil cloXHBIE € pas3Hble Tapoid. TakuMm o0pa3oM, ecid TeOs B3JIOMAIOT, TO

3JIOYMBIINIJICHHUKH T10JIYYaT AOCTYII TOJIBKO K OTHOMY TBOEMY HpO(l)I/IJ'IIO B CCTH, a4 HC KO BCEM,



4. Eciu Te0s B310Mau, TO HEOOXOAUMO MPETYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBbIE 100aBJIEHBI
y Te0s B JIpy3bsiX, O TOM, YTO Te€Os B3JIOMaJId U, BO3MOXKHO, OT TBOErO MMEHHU OyJeT pacchulaThCs
CIIaM U CCHUIKU Ha (PUILNHTOBBIE CANTHI;

5. YcranoBu HanexHbIi mapoib (PIN) Ha MOOWITEHBIH Tene]oH;

6. OTKIIIOUM COXpaHEHUE MapoJis B Opaysepe;

7. He oTkpeiBaii (aitnibl U Ipyrue BIOKEHHs B MUCbMaX, JaKe €CJIU OHH MPUIUINA OT TBOUX JIPY3€i.
Jlydie yTO4HM Y HUX, OTIIPABIISUIN JI OHU TeOe 3TH (ailsibl.

[{udposas pemyrarms

[MudpoBas penyramuss - 5TO HEraTUBHAs WJIM MO3UTHBHAas HHpopMmalus B cetu o Tebe.
Komnpomerupyromasi uHpopmanusi, pa3MelICHHas B MHTEpHETE, MOXXET CEpbEe3HbIM 00pa3oM
OTpa3uThCsA Ha TBoeW peanmbHOU )u3HU. "lludpoBas pemyramus" - 3TO TBOH HMHIDK, KOTOPBIH
dbopmupyetcs u3 uHGOpMamu o Tede B HHTEPHETE.

TBoe MecTO KHUTEIbCTBa, yueObl, TBOE (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH XapakTepa M
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApoCTKH JETKOMBICICHHO OTHOCATCS K MyOJIMKauy TuaHoi nHpopmarmu B MHTEpHETE,
HE TIOHMMasi BO3MOKHBIX TOCIIEeACTBHU. ThI JaXke HE CMOXKEUIb A0rafaTbCs O TOM, 4To GoTorpadus,
pasMelleHHas 5 JIeT Ha3a[, cTajla IPUYMHOM 0TKa3a NPUHATH Te0s Ha paboTy.

KommeHnTapun, pasmeiieHue TBoux (ororpaduil u apyrue AeHCTBHS MOTYT HE HCYE3HYTh Jaxke
MOCJI€ TOTO, KaK Thl MX yJaJUIIb. Thl HE 3HACIIb, KTO COXpaHHUJI 3Ty HH(OPMAIHIO, ITOTIaja JIi OHA B
MIOMCKOBBIE CUCTEMbI M COXPAaHMJIACh JIX OHA, a TJIABHOE: YTO MOAYMAIOT O TeOE OKpYXKArOIIHE JIIOH,
KOTOpble HaWAyT M yBUIAT 3T0. HaiiTu uH(poOpMaIuio MHOTO JIET CIYCTsI CMOXET J000H - Kak U3
JOOPBIX MOOYKIEHUH, TaK U ¢ HAMEPEHHUEM NIPHUUUHUTE Bpell. ITO MOKET OBbITh KTO YTOJIHO.
OCHOBHBIE COBETHI 110 3aIIUTE UPPOBOI peIyTalHu:

1. [Momymaii, mpexe 4eMm 4To-TO IMyOJIMKOBaTh W IMepefaBaTh y ceds B OJore Wiy B COUUAIBHON
CeTH;

2. B mHactpoiikax npoduis YCTaHOBM OIpaHMYEHHMsS Ha NPOCMOTP TBOEro NpouiIs H €ro
COJIEPIKUMOTO, ClIeNIail ero TOJIbKO "asis apy3ei”;

3. He pa3smemaii u He ykasbiBail MH(QOpPMAIUIO, KOTOpas MOXKET KOTro-JIH0O0 OCKOpOJSATh WU
00MXKaTh.

ABTOpCKOE IIPaBoO

CoBpeMeHHbIE HIKOJIBHUKH - aKTHBHBIE MOJIB30BaTeNH IIM(PPOBOTO npocTpancTBa. OIHAKO JTAJIEKO HE
BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTMMH BO3MOXHOCTSIMH ITU(PPOBOro mMupa TpeOyeT COOI0JCHHUS
IpaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEIEKTyalbHasi COOCTBEHHOCTh'" OTHOCHUTCSI K PA3JIMYHBIM TBOPEHHSIM YEJIOBEUECKOTO
yMa, HauuHas C HOBBIX M300pPETEHUIl M 3HAKOB, 00O3HAYAIONIMX COOCTBEHHOCTh Ha NMPOAYKTHI U
YCAYrH, W 3aKaHyuBass KHUTam, QortorpadusiMu, KHHOPUIBMAMU W  MY3bIKaJbHBIMH
HPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MMPaBa HAa HMHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha NPOW3BEICHHS HAYKH,
JAUTEpAaTypbl M HCKycCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KAdyeCTBE TIapaHTUM TOro, YTO
UHTEJUIEKTYalbHbIM/TBOPYECKUI TpyJ aBTOpa He OylIeT HalpacHbIM, JacT €My CIIPaBeUIUBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yjibTaTaXx CBOEro TPYAd, MOJYYHUTh HW3BECTHOCTh M IPU3HAHHE.
HuxTo 6e3 paspelieHusi aBTopa HE MOXKET BOCHPOM3BOIMTH €0 NPOU3BEJCHUE, PACIIPOCTPAHSTh,
nyOJIMYHO JEMOHCTPUPOBaTh, IMpOJaBaTh, HMIOPTUPOBaTb, IyCKaTb B IPOKaT, IyOIMYHO

HUCIIOJIHATBD, TTOKa3bIBATh/UCIIOIHATH B 3(1)I/Ipe HJIN pa3sMeIlaThb B I/IHTepHCTe.



Hcnonp3oBanue "mupaTckoro” mporpaMMHOro 00ecreyeHus] MOKET MPUBECTH K MHOTMM PUCKaM: OT
NOTEepH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPOMCTBA, IJi€é YCTaHOBJIEHA
HenerajabHas mporpamma. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHBIE U OECIUIATHBIC
IIPOrpaMMBbl, KOTOPbIE MOYKHO HAlTH B CETH.

O noptane

CereBu4OK.p( - TBOM IJIaBHBIN COBETUMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh O OE30MACHOCTH B CETH
HOHSATHBIM U JIOCTYITHBIM $I3bIKOM, @ TP BO3HUKHOBEHUH KPUTHYECKOW CHUTYyaIlMM OOpaTUTHCA 32

COBETOM. A TakXe MPUHATH y4aCTHE B KOHKYpCaxX U CTaTh CaMbIM IU(POBBIM Ipak JTaHUHOM!

IIpunoxenne N 3
ITAMSTKA JJIS1 POJUTEJIEM OB THOOPMAIIMOHHOM BE3OIIACHOCTU JIETEM

Onpenenenne  TepMuHa  "mHMOpManuMoHHas  O€30MAcCHOCTh  JETe"  comepkKuTcs B
®enepaibiom 3akore N 436-P3 "O 3zamure aeteid oT mHQOpPMAMU, TPUYHHSIOMICH Bpex WX
3I0POBBI0 W Pa3BUTHUIO", PpEryJUPYIOIIMM OTHOLICHUs, CBS3aHHbIE C 3alIUTOM JeTed OT
uH(pOpMaIUK, IPUYUHSIONIEH Bpe] UX 30pOBbI0 U (Win) pa3BuTHIO. COINIacCHO AAHHOMY 3aKOHY
"uHpOpManMoHHas O0e30macHOCTh JeTel" - 93TO COCTOSHHE 3allUIIEHHOCTH, IpPHU KOTOPOM
OTCYTCTBYET DHCK, CBS3aHHBIH C MNpUYMHEHHEM HH(pOpMalMell Bpena UX 3I0pOBbIO U (WIIH)
¢du3nuecKoMy, NCUXUIECKOMY, TyXOBHOMY, HPDAaBCTBEHHOMY Pa3BUTHIO.
B cuny ®enepanbnoro 3akona N 436-O3 unpopmanueit, npuIUHSAONLIEH Bpell 3A0pOBbI0 U (HJIN)
Pa3BUTHUIO JETEH, ABISETCA:
1. naopmarys, 3anperieHHast Ui paclpoCTPaHEHHsI CPEIU IETeH;
2. uHpopMaLus, pacnpocTpaHEeHHE KOTOPOil OrpaHUYEeHO cpein AeTeil ONpeaeseHHbIX BO3PACTHBIX
KaTeropui.
3. K undopmaryu, 3anpemieHHo Ui paclipoCTpaHEeHUs CPEeIn IeTeH, OTHOCUTCS:
4. undopmanus, noOyxnaromas AeTedl K COBEPIICHHIO IEHCTBUH, MPEICTABISIONIMX Yrpo3y HX
KU3HU U (WIN) 3710pOBBIO, B T.U. IPUYUHEHUIO BPEJa CBOEMY 3/10pPOBbIO, CAMOyOHICTBY;
5. criocoOHOCTH BBI3BaTh Y JETEH XKellaHHE YHOTPEOUTh HAPKOTUYECKUE CPECTBA, ICUXOTPOIHBIE U
(uM) oAypMaHMBAIOIIME BELECTBA, Ta0auHble H3AENUs, AJIKOTOJbHYI0 U CIHUPTOCOJEPKAIILYIO
NPOAYKIMIO, MMBO U HAMMTKH, M3rOTaBIMBAEMbIE Ha €r0 OCHOBE; NPUHATH y4acTHE B a3apTHBIX
Urpax, 3aHUMaThCs NPOCTUTYIMEH, OPOSHKHUUECTBOM HIIU MTONPOLIAHHNYECTBOM;
6. 000CHOBBIBAIOMIAs] WJIM OIMpPABABIBAIONIAS JIOMYCTUMOCTh HACWIMS U (MJIM) YKECTOKOCTH JIMOO
o0y 1aI0MIast OCYIIECTBISTh HACHIILCTBEHHBIC ACUCTBHSI 10 OTHOIICHHIO K JTFO/ISIM M JKUBOTHBIM;
7. oTpuLaroIas ceMeHHbIE LIEHHOCTH U ()OPMUPYIOIIas HEYBa)KEHUE K POIAUTENSAM U (WIH) IPyTUM
YJIeHaM CEMbH;
8. ompaB/bIBaIOIIAs IPOTUBONIPABHOE ITOBE/ICHHE;
9. conepaalias HELIEH3ypHYIO OpaHb;
10. comeprkaiuas MHGOPMAIMIO MOPHOrpahUUECKOro XapakTepa.
K mndpopmanum, pacnpocTpaHeHHEe KOTOPOH OrpaHMYEHO CpeAM JEeTel OINpeNelIeHHOrO BO3pacTa,
OTHOCHUTCSI:
1. unpopmanus, npeacrapiseMas B BUIE U300pakeHUs UIIM ONUCAHUS KECTOKOCTH, (PU3NUECKOrO U

(I/IJ'II/I) MCUXHUYCCKOro HACHUJINA, IPCCTYIJICHUA UJIIA KHOT'O aHTI/IO6H_[€CTBeHHOF (0} ﬂeﬁCTBHﬂ;
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2. BbI3BIBAIONIAS Y JIETEH CTpax, y’Kac WM MaHUKY, B T.4. IIpe/icTaBisgeMas B BU/E€ N300paKEHUs WIH
ONUCaHMUsA B YHIDKAIOUIEH 4eJIOBEYEeCKOEe JOCTOMHCTBO (pOpME HEHAaCHIBCTBEHHOW CMEpTH,
3a00JIeBaHUs, CaMOYOMIACTBAa, HECYACTHOTO CIllydas, aBapud WIH KaracTpodbl W (Win) uX
MOCJICICTBHH;

3. mpencTasisiemMas B BUe M300pa)K€HUsl UM ONUCAHUS MOJIOBBIX OTHOLIEHUH MEXIY MYKUYMHOH U
JKCHIIIMHOM;

4. copeprkalliasi OpaHHBIE CII0BA U BBIPA)KEHUSI, HE OTHOCAIINECS K HELIEH3YpHOI OpaHH.

C yderom storo Bam npeiararorcs npasuiia paboTsl B ceTu MIHTEpHET 11 pa3iInyHbIX BO3PACTHBIX
KaTeropuii, CoOII0IcHNEe KOTOPHIX MO3BOJIUT 00ECIEUUTh UHPOPMAIIMOHHYIO 0E€30MaCHOCTh BalllUX
JETEH.

OOmue npasuna 11s poauTenen

1. HezaBucumo OT Bo3pacTta peOCHKAa HCIOJb3yiiTe NMpOrpaMMHOE OOecHeueHHe, MOMOrarollee
¢bunbTpOBaTH M KOHTPOJMPOBATH MH(OPMALIMIO, HO HE MoJIaraiiTech MOJIHOCTHIO Ha Hero. Baiie
BHUMAaHUE K peOEHKY - TJIaBHBIM METOJ 3aIUTHI.

2. Ecim Bam pebeHOK HMMeeT akkayHT Ha OJHOM U3 couuainbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMAaTEeIbHO HM3Y4YUTE, KaKyl0 WH(OPMAIMIO MOMEIIAIOT €ro
YYaCTHUKHU B CBOMX IpouiIsax u Oorax, BKiIodas ¢pororpaduu U BUAEO.

3. IlpoBepbTe, ¢ KakuMHu JAPYrMMH calTaMH CBsi3aH COLMajibHbIM cepBuc Bamero peGeHka.
Crpanuuku Bamero peGeHka MOryT ObITh O€30HMAacHBIMHM, HO MOTYT U COJIEp)KaTh CCBUIKM Ha
HE’KENaTeNIbHbIE U ONACHBIE CAlThI (HAaIpUMep, IOPHOCANT, WM CAalT, Ha KOTOPOM Pyl YIOMHUHAET
HOMep coToBoro Tenedona Bamero pebenka nnu Bam nomamsuii aagpec)

4. Toompsiite Bamux nereit coobmars 000 BceM CTPAaHHOM WM OTTAJKUBAIOIIEM U HE CIMIIKOM
OCTPO pearupynTe, KOra OHHM 3TO AENAl0T (M3-32 OIACEHUs MOTEPATh JOCTyI K MHTepHeTy netu He
TOBOPST POXUTEISIM O MpoOiemMax, a TakkKe MOTYT HadaTh HMCHOJb30BaTh MHTEpHET BHE JoMa M
ITKOJTBI ).

5. BynsTe B Kypce cereBoi xnu3HN Baiero pebenka. MHTepecyiitech, KTo ux Apy3bs B IHTepHeT Tak
K€, KaK HHTEPECYETECh PEAlIbHBIMU JIPY3bsIMHU.

Bospact ot 7 1o 8 net

B Hnrepuere peOGeHOK cTapaeTcsi MOCETUTh T€ WM MHbIE CalThl, @ BO3MOXKHO UM YaThl, pa3pelieHue
Ha MOCeEHNE KOTOPhIX OH HE Moyydms Obl OT poauresneid. [loaTomy poaurensiM 0COOEHHO MMOJIE3HBI
OyAyT Te OTYETbl, KOTOpbIE NPENOCTABISIOTCA MPOrpaMMaMHU 10 OTPaHUYEHHIO HCIOJIb30BAHUS
Wnrepnera, T.e. PonuTenbckuii KOHTPOJIb WM TO, YTO Bbl CMOXKETE YBHJETh BO BPEMEHHBIX (haiinax.
B pesynbrate, y peOenka He OyIeT OLIyIIEHNUs, YTO 32 HUM BEIETCsI IOCTOSIHHBIA KOHTPOJIb, OJIHAKO,
poauTenu OyayT MO-TIPEeXHEMY 3HATh, KAKUe CAlThI oceniaeT ux pedeHok. /letn B JaHHOM Bo3pacTte
00/1aJal0T CUJIBHBIM YyBCTBOM CEMbH, OHHM JIOBEPYMBBI M HE COMHEBAIOTCS B aBTOpuUTeTax. OHH
JTH00AT UrpaTh B CETEBBIE UIPBl M MYTEIIECTBOBATh 10 MIHTEpHETY, NCIONB3Ys 2JEKTPOHHYIO TOUTY,
3aXOJMTh HA CANTHI U YaThl, HE PEKOMEHIOBAHHBIE POJUTEISIMH.

CoBeTsl 110 0€30TacCHOCTH B ceTu MHTepHeT i neteid 7 - 8 net

1. Cozpaiite ciMcOK JOMAIIHUX MpaBUIl NoceleHus IHTepHeTa npu y4actuu fetei u tpedyiite ero
BBINOJIHEHHUSI.

2. TpeOyiite or Bamero pebeHka coONIIOEHNS BPEMEHHBIX HOPM HAaXOXJIEHHS 32 KOMITBIOTEPOM.
[Tokaxkute pebeHky, yto Bel HabmogaeTe 3a HUM He MOTOMY 4YTO Bam 3T0 Xodercsi, a OTOMY YTO

Br1 6ecnokonTech 0 ero 60€30nacHOCTH H BCCrja roToBbl €EMY IIOMOYb.



3. Komnsiorep ¢ moakimoueHueM K MHTepHETY HODKEH HaXOAUThCs B OOIIEH KOMHATe IMoj
IPUCMOTPOM POJUTENIEH.

4. Ucnonp3yiTe crienUanbHbIE IETCKUE TOUCKOBbIE MAIIMHBI.

5. Hcnomp3yiite cpencTtBa OJIOKHPOBAHUS HEXKEIATSIILHOTO KOHTEGHTAa Kak JIOTIOJHEHHE K
cTaHaapTHoMy PoaurenbckoMy KOHTPOJIIO.

6. Co3paiiTe cCeMEHHBIN SICKTPOHHBIA SIIMK, YTOOBI HE TMO3BOJUTH ACTSIM HMETh COOCTBCHHBIC
azapeca.

7. brmokupyiite mocTym K caiitaM ¢ OeCIUIATHBIMH TIIOYTOBBIMH SIIIUKAMH C TTOMOIIBIO
COOTBETCTBYIOIETO POrPaMMHOI0 00eCIIeUEeHHUS.

8. Ilpuyuute nereil coBeToBaThcs ¢ Bamu mepen omyOnMKoBaHHEM KakKoH-1uO0 WHGOpMaIUU
CpeICTBaMU 3JIEKTPOHHOU MOYTHI, YaTOB, PETHCTPALMOHHBIX (hopM U mpoduieit.

9. HayuuTe neteit He 3arpykath (haiiiipl, IpOrpaMMbl HITH MY3bIKY 0€3 BaIllero Coryiacusl.

10. He pa3zpermmaiite aeTsM UCIIOJIB30BAThH CITYKObI MTHOBEHHOTO OOMEHAa COOOIICHUSMU.

11. B "6ensbiit" cnMcok caifToB, pa3pelIeHHbIX AJS MOCELIeHUs, BHOCUTE TOJIBKO CalThl C XOpouleH
penyranuei.

12. He 3a0bIBaiiTe OecenoBath ¢ AeTbMH 00 WX ApYy3bsix B MHTepHeTe, Kak eciau Obl peyb HuIa O
JIpY3bsiX B peajibHOM KU3HU.

13. He nenaiire "Taly" M3 BOIPOCOB NOJOBOM HM3HH, Tak Kak B VHTepHeTe HeTH MOTYT JIETKO
HATKHYTHCS HA TIOPHOTPa(UIO UM CAalUThI "IJ1s1 B3POCIBIX .

14. Ilpuyuynre Bamero pebGenka cooOmarh BaM O JIOOBIX yrpo3ax WM TPEBOTaX, CBA3aHHBIX C
HuTtepnerom. OcTaBaiiTeCch CIOKOMHBIMU M HAIIOMHUTE JIETSM, YTO OHU B O€30MACHOCTH, €CITU CaMH
pacckazaiy BaM O CBOMX TpeBorax. [loxBanure MX M MOCOBETYWTE MOJONTH ele pa3 B MOAOOHBIX
CIIy4Jasx.

Bo3spact nereit ot 9 1o 12 net

B nannom Bo3pacTte neTu, Kak mpaBUiIO, YK€ HACIBIIIAHBI O TOM, Kakas HHPOpMaIHs CYIIECTBYET B
WuTepuere. CoBepIeHHO HOPMAIBHO, YTO OHU XOTAT 3TO YBUAETh, IPOUYECTh, YCIbIMATh. [Ipu sTOM
HYKHO TOMHHTb, YTO JOCTYN K HEXKEJaTeJIbHbIM MaTepHajaM MOXHO JIETKO 3a0JOKUpOBATh NPHU
MOMOIIM CpecTB POINUTENbCKOTr0 KOHTPOJIS.

CoBeTsl 10 0€30MacHOCTH I AeTei oT 9 1o 12 et

1. Co3naiite ciMcok JOMAIIHUX MPaBHiI MocenieHus: MIHTepHeT npu ydyacTuu aereil u tpedyiTe ero
BBITIOJTHEHHUS.

2. TpeOyiite ot Bammero pebenka coOr01eHISI HOPM HAaXO0XKIECHUS 32 KOMIIBIOTEPOM.

3. HabGmonaiiTe 3a pebeHKOM mpu paboTe 32 KOMITBIOTEPOM, TOKaKUTE eMy, 4To Bbl 6ecriokontech o
ero 06e30MacHOCTH U BCETJa TOTOBBI 0Ka3aTh €My TOMOIIIb.

4. KomneioTep ¢ mnoakitoyeHueM B HTepHET AomKeH HaxoIuThCs B OOIIEH KOMHAre THof
IPUCMOTPOM POJUTENEH.

5. Hcnompsyiite cpenctBa OJOKHPOBAHMS HEXKENATSIBHOTO KOHTEHTAa KakK JIOTIOJHEHHE K
cTaHmapTHOMY PoauTehcKkoMy KOHTPOITIO.

6. He 3a0pbIBaiiTe mpuHUMAaTh HEMOCPEACTBEHHOE y4acTHE B JKM3HU peOeHka, OeceoBaTh ¢ JeTbMU
00 ux npy3bsax B HTepHeTe.

7. HacraumBaiiTe, 4TOOBI NETH HUKOTJA HE COTJAIIAJINCH HAa JIMYHBIE BCTPEYH C JPY3bSIMH TIO
WHTepHETy.

8. [To3BostiiTe AETSAM 3aXO0UTh TOJIBKO HA CalThl U3 "Oenoro" crnmcka, KOTOPBIN cO3/1aliTe BMECTE C

HHUMM.



9. IlpuyunTe AeTel HUKOT/Ia HE BbIJABATh JUUYHYIO HHPOPMAIUIO CPEICTBAMU SJIEKTPOHHOMN MOYTHI,
4YaToB, CUCTEM MTHOBEHHOTO OOMEHa COOOLICHUSIMH, PETUCTPALIMOHHBIX (POPM, TUUHBIX Npoduieit u
IPY PEeruCTpalyii Ha KOHKYPCHI B VIHTEpHETE.

10. [Ipuyuure aereir He 3arpyxarhb mporpaMmel 6e3 Bamrero paspemenus. OOBICHUTE UM, YTO OHH
MOTYT CIIy4aiiHO 3arpy3UTh BUPYCBHI WM JPYroe HeXKelnaTeIbHOe IPOrpaMMHOe oOecieueHue.

11. Co3pnaiite Bamemy peGeHKY OrpaHUYEHHYIO YYETHYIO 3aIlUCh JJisi pa0OThI Ha KOMITBIOTEPE.

12. Tlpuyunre Bamero peGeHka cooOmarh BaM O JIOOBIX yrpo3ax WM TPEBOTAX, CBA3AHHBIX C
Wurepuerom. HamomMuuTe N€eTaM, 4TO OHU B OE30MIACHOCTH, €CIM CaMH PAaCcCKa3ald BaM O CBOMX
TPEBOTax U ONACEHUsX.

13. PacckaxuTe netsm o nopHorpaduu B UHTEepHETE.

14. HacramBaiiTe Ha TOM, YTOOBI JACTH MPEIOCTABIUIA BaM JIOCTYI K CBOEH 3JEKTPOHHOW TOYTE,
YTOOBI BBl YOCIMIIUCH, YTO OHHU HE OOLIAIOTCS C HE3HAKOMIIAMHU.

15. OOBsicHUTE AETAM, UTO HENb3sl UCIIOJIb30BaTh CETh M XYJIUTaHCTBA, PACIIPOCTPAHEHUS CIUIETEH
WIN yIpo3.

Bo3spacT nereit ot 13 1o 17 ner

B 3TOM BO3pacTe MoapoCTKH aKTHBHO HCIIONB3YIOT TIOMCKOBBIE MAIIMHBI, ITOJIB3YIOTCS SJIEKTPOHHON
HOYTOM, ciyx0aMM MIHOBEHHOTO OOMEHa COOOIIEHUSAMM, CKAauMBAIOT MY3bIKY U (HIbMBIL.
ManpurkaM B 3TOM Bo3pacTe OOJIbIlIe [0 HPaBy CMETaTh BCE OTPAHUYEHUs, OHM KaXKIYT Ipyboro
I0OMOpa, a3apTHBIX UTP, KAPTUHOK "5 B3pocibIX". JIeBOUKH MPennoYnTaoT 00MaThCs B 4aTax, mpu
ATOM OHH TOpa3zio 0oJiee YyBCTBUTENIBHBI K CEKCYalTbHBIM JOMOTraTeiabcTBaM B IHTepHeTe.

3ayacTyio B JaHHOM BO3pacTe POAUTEINISIM YK€ BeChbMa CIIOKHO KOHTPOJIMPOBATh CBOUX JETeH, Tak
Kak 00 VHTepHeTe OHM yK€ 3HAIOT 3HAYUTENIbHO Oounble cBoux poaurteneid. Tem He MeHee, He
oTmyckaite nereid B "cBoOogHoe muaBanue" mo MatepHery. CrapaiiTech akTUBHO y4acTBOBAaThb B
obmenuu pedbenka B UntepHeTe.

Baxno no-npexHeMy ctporo coOnronaTh npaBuia MHTepHET-0€30MacCHOCTH - COTJIAIICHUE MEXIy
poautensiMu U aeTbMH. Kpome TOro, HeoOXoIuMO Kak MOXKHO Yalle MpOCMaTpuBaTh OTYETHI O
nesitenbHOCTH Jeted B MHTepHere. Crneqyer oOpaTUTh BHUMaHHWE Ha HEOOXOIMMOCTH COJEpKaHUS
POIMTENBCKHUX Maposiel (maposeil aIMUHIUCTPATOPOB) B CTPOTOM CEKpeTe W 0OpaTHTh BHUMaHHE Ha
CTPOTOCTh 3TUX MAPOJIEH.

CoBeTsl 110 0€30MacHOCTH B 3TOM Bo3pacte oT 13 go 17 ner

1. Co3pmaiiTe CHHCOK IOMAalIHMX MpaBWI mocemeHus VHTepHeTa NMpH ydacTHHM TOAPOCTKOB U
TpeOyiiTe 0e3ycI0BHOrO ero BhimoyHeHHs. OOroBopuTe ¢ peOSHKOM CIUCOK 3aIlPELICHHBIX CAlTOB
("uepHsbIif ciucok"), yacsl paboTel B VIHTepHETEe, pyKOoBOACTBO 1O obOmieHuto B MHTepHeTre (B TOM
YHUCJIC B YaTax).

2. KoMmbroTep ¢ MoAKII0YeHHEM K ceTH VIHTepHeT J0JKEeH HaXOIUThCs B 00IIeH KOMHATe.

3. He 3a0bIBaiiTe OecenoBath ¢ 1eThMU 00 UX APY3bsiX B MIHTEpHETE, O TOM, YeM OHH 3aHATHI TAKUM
o0pa3om, OyATO pedb UAET O APY3bsIX B peasibHON KHu3HU. CHpainBaiTe o JOASX, ¢ KOTOPBIMU JETH
00MIArOTCs MOCPEACTBOM CITY’)KO MTHOBEHHOTO OOMEHa COOOIICHHSIMH, YTOOBI yOSIUTHCS, YTO ATH
JIOJM UM 3HAKOMBI.

4. Hcnone3yiiTe cpeacrBa OJOKMPOBAHUS HEXKENATEIbHOIO KOHTEHTAa Kak JOIOJHEHUE K
cTaHZapTHOMY PoauTensckoMy KOHTPOIIO.

5. HeoOxonmumo 3HaTh, KakMMH 4aTaMu MoJb3ylorcs Bamm peru. Iloompsiite ucnonb3oBaHMe
MOJIEPUPYEMBIX YaTOB U HACTaWBaWTe, YTOOBI J€TH HE OOIIATUCH B MPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI ACTH HUKOrJa HE BCTPCUYAIUCH JIMYHO C APY3bsIMH U3 CETU I/IHTepHeT.



7. IlpuyunTe neredt He BbIAaBaTh CBOIO JIMUHYIO MH(POPMAIMIO CPEACTBAMHU DJIEKTPOHHOM IMOYTHI,
4YaToOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIIECHUSIMH, PETUCTPAILIMOHHBIX (OPM, JIMYHBIX MpoQuiiei U
IIPU PETUCTPALIUU Ha KOHKYpPCHI B MIHTEepHETE.

8. [Ipuyunrte nmeteit He 3arpyxath mporpammbl 0e3 Bamiero paspemenus. OObsCHUTE UM, YTO OHH
MOTYT CIy4aiHO 3arpy3UTh BUPYCHI WK APYTo€ HEXKeNaTeIbHOE MPOrpaMMHOE 0OecTieueHHE.

9. llpuyunre Bamero peGenka cooOmate BaM O JIOOBIX YIpo3ax MM TPEBOTax, CBSI3aHHBIX C
Wurepuerom. HamoMuute nersiM, 4ro oHM B 0€30IACHOCTH, €CIIM CaMH PACCKa3ald BaM, O CBOMX
yrpo3ax win TpeBorax. [loxBajMTe uX U MOCOBETYIHTE MOJAONTH elle pa3 B MOJOOHBIX CITydasX.

10. Pacckaxute nersim o mopHorpaduu B MaTepuere. [loMorure um 3amuTUThCs OT criama. Hayaure
MOJAPOCTKOB HE BblJaBaTh B MHTEpHETE CBOETO peajbHOro 3JIEKTPOHHOIO aJpeca, HE OTBEYaTh Ha
HE’KeJaTesIbHbIE TMChMa U MCTIONIb30BaTh CHEUAIbHBIE IOYTOBBIE (DHIIBTPHI.

11. [Ipuyuute ceds 3HAKOMUTHCS C caiiTaMu, KOTOPbIE MTOCEIIAI0T OAPOCTKH.

12. Hayuure nereit yBaxaTb JpyTUX B MHTepHETE. Y OeIUTECh, YTO OHU 3HAIOT O TOM, YTO MpaBUia
XOPOIIETo NOBEACHHUSI IEUCTBYIOT BE3E - JaXKE B BUPTYaJIbHOM MUDE.

13. OObsicHUTE HOETSAM, YTO HU B KOEM Cllydae Henb3sl HCroyib3oBaTh CeTb [UIs XYJIMTaHCTBA,
pacupoCTpaHEHUs CIJIETEH WM YTPO3 APYTHM JHOSAM.

14. Ob6cynute € MOIPOCTKAMM TNPOOJIEMBI CETEBBIX a3apTHBIX WUIP M HMX BO3MOXKHBIH PHCK.
HanomHuTte, 4TO 1€TH HE MOT'YT UTPaTh B 3TU UTPHI COTIACHO 3aKOHY.

[TocTosiHHO KOHTpONUpY#iTe Hcnoiab3oBanne MuTepHera Bammm pebenkom! DTo He HapylIeHHE €ro
JUYHOTO TPOCTPAHCTBA, a Mepa IMpPeIOCTOPOKHOCTH M TposiBleHHe Baielh poauTenbckoit

OTBETCTBEHHOCTH M 3a00THI.



